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AyTteHTHQUKATUSA

besonacHocTh
uHpopManuu

I'ocynapcrBenHas
HH(OPMAIMOHHAA CHCTEMA

Joctyn Kk nHdopManuu

JocTynmHoCTh

3amurTa napopmannu
OT HECAHKIIHOHHPOBAHHOI'O
JAoCTyma

3ammumaemas
uHopMmanus

Npentnduxanus

HNupopmaunonnas
cucreMa

HNupopmannonnsie
pecypcnbl

HNHpopmanmnoHHble
TEXHOJIOTUH

TEPMHWHBI U OITPEJAEJIEHUA

JlelicTBHS 1O TPOBEpKE MOUIMHHOCTH CyOBEKTa J0CTyIa
B MH(OPMALIMOHHOH cucTeme
CocrosiHME 3alUIIEHHOCTH HH(OpMaIUK, TpU KOTOPOM

obecrieyeHbl ee  KOH(QUACHIMAIBHOCTh, JIOCTYITHOCTb
U LIEJIOCTHOCTb

HNudopmannonHas cucrema, co3gaBaeMas B LEJIX
peanu3anuy  TOJHOMOYHMH TOCYNAapCTBEHHBIX OPraHOB

u oOecriedyeHuss oOMeHa wuHMOpMAIMEd MEXIy OSTHMH
OpraHaMy, a TaKKe B MHBIX YCTAHOBJIECHHBIX (heepatbHbIMU
3aKOHAMH LEJISX
Bo3MoxxHOCTB MOJTyYSHHS uHpopMaUu
U €€ UCTIOIb30BaHUS

CocrosHre nHpOpMAIUH, XapaKTepU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M HWH(POPMAIMOHHBIX TEXHOJOTUI
o0ecrieunBaTh OECTIPETSITCTBEHHBIN TOCTYN K MH(OpMAIIH
CyOBEKTOB, HIMEIOIIUX Ha ATO MOJTHOMOYHS

3amuTa uHGOpPMAaIMK, HAMpaBlIeHHAs HAa MPEIOTBpAICHHE

MOJTy4eHUs 3aIUIIAaeMON uHdopmauu
3aMHTEPECOBAHHBIMU cyObeKTaMu c HapylIeHHEM
YCTaHOBJICHHBIX HOPMATUBHBIMH

U TPaBOBBIMU JOKYMEHTaMH (aKTaMu) WU 00JaiaTelsiMU
uH(poOpMaLUy IpaB WIM IpPaBUJ pa3rpaHUYECHUs JIOCTyIIa
K 3alMIaeMoil nHpopMauu

Nudopmanus, SBISAIOMIASACT MPEAMETOM COOCTBEHHOCTH
U MOJJIeXKaIas 3allUTe B COOTBETCTBUHM C TPeOOBaHUSAMHU
IIPaBOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM MH(POPMALIUU

[IpucBoenne  cyOpekTaM U O0BEKTaM  JOCTyIa
uaeHTuukaTopa u (WIM) CpaBHEHHE NPEIBIBISIEMOIO
uaeHTuduKaTopa C TIepeYHEM MPUCBOCHHBIX
UACHTU(PUKATOPOB

CoBOKynmHOCTh ~ copeprkamielics B 0azax  JTaHHBIX
uHpopMalMu ¥ O0ECleYMBAIOLINX  €e 00paboTKy

MH(OPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB
OtaenbHbIE TOKYMEHTHI U OTAEIbHBIE MACCUBBI IOKYMEHTOB,
JOKYMEHTbI W MAacCHBBI JOKYMEHTOB, COJiep:Kalluecs
B MH(OPMALIMOHHBIX cHcTeMax (OubnmoTekax, apxuBax,
dbongax, OaHKax MaHHBIX, WHPOPMAIMOHHBIX CHCTEMax
JIPYTUX BUJIOB)

[Tpomeccyl, MeTOBI TIOWCKA, cOOpa, XpaHEHHUs, 00pabOTKH,
MPEIOCTaBIeHUs, paclpocTpaHeHuss uHopMmanuu
CIOCOOBI OCYIIECTBICHHS TAKUX MPOIIECCOB U METOJIOB
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HNudpopmanus

KonTposmpyemas 30Ha

KonduaenuunaabHocTh

O0pabdoTKka nepcoHaJbHBIX
JAAHHBIX

Omnepatop

IlepconasibHbIE TaHHDbIE

Yrpo3a 6e3onacHocTn
uHpopManun

YA3BUMOCTD

IMeaocTHOCTH

(cooOmeHus, JTAHHBIC)

oT (hOpMBI X TIPEIICTABICHHUS

Caenenus HE3aBHUCUMO
[IpoctpancTtBo (TeppuTOpHUs, 3/1aHHE, YaCTh 3/aHUS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMpyeMoe NpeObIBaHHE
JUI, HE MMEIOIIMUX MOCTOSHHOIO HJIM Pa30BOr0 JOMYCKa,
Y TIOCTOPOHHUX TPAaHCIOPTHBIX CPECTB

OO6s3aTenbHOE ISl BBIIOJHEHUS JIUIOM, TOJXYYUBIINM
JIOCTYIl K OIpeaeneHHoW uHpopManuu, TpeOoBaHUE HE
nepesaBaTh Takyl0 HWHGOPMAIMIO TpPeThbUM JHIaM 0e3
coriacus ee ooagaress

HevictBust  (omepauuu) ¢ NEPCOHATBHBIMU  JaHHBIMH,
BKJItOUasi cOOp, CUCTeMAaTHU3alMio, HAKOIUIEHUE, XpaHEeHHE,
yTouHeHHe (OOHOBJICHHE, HW3MEHCHHE), WCIOJIb30BaHHE,
pacrnpocTpaHeHHe (B TOM YHUCIIE Niepeady), 00e3mMunBaHue,
OJIOKMPOBaHUE, YHUUTOKEHHUE MEPCOHATBHBIX TAaHHBIX
TpaXJaHUH WIA IOPUAWYECKOE JHIIO, OCYIIECTBIISIIOIINE
NESATEIIBHOCTh 10 JKCIUTyaTallud  WH(POPMAIIMOHHOM
CUCTEMBHI,

B TOM uucie 1mo obpaboTke WHGOpPMAIIUHU, COICpIKAIICHCS
B ee 0a3ax JaHHBIX

Jlro6as nundopmanusi, OTHOCSIIASACSA K MPSMO UM KOCBEHHO

ONIPpCACIICHHOMY HWJIA OIIPCACIACMOMY (I)I/ISI/I‘IGCKOMY Jany

CoOBOKYNHOCTh  YyCIOBUH ¥ (DaKTOpOB,  CO3JAIOLINX
MOTEHIIUATIbHYIO HJIN peanbHO CYILIECTBYIOIIYIO
OMACHOCTh,  CBS3aHHYIO €  yTeYKOoW  wHpopmammm
W/WJTM HECAaHKIITMOHUPOBAHHBIMU H/unn
HeTpeaHAMEPEHHBIMU BO3/ICHCTBUSIMU Ha HEe

Henocrarok (cmabocTh) MIPOTrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO) cpencTsa 15 R)0%

UH(POPMALIMOHHOM CHCTEMBI B IIEJIOM, KOTOPBIH (KOTOpas)
MOXET OBbIThb MCIIOJIb30BaHa JUIsl pealM3allid  yrpo3s
6e30macHOCTH UH(POPMALIUU

VYceroitunBocth MHGMOpPMaLUKM K HECAHKIMOHHPOBAHHOMY
WIN CIlydallHOMY BO3JEHCTBMIO Ha Hee B Ipolecce
00pabOTKM TEXHUYECKHMHU CpEACTBaMHU, PE3yJbTaTOM
KOTOPOTO MOXET OBbITh YHMUYTOKEHHUE U HUCKa)KEHHE
uH(popManun
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I'oCT P
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[Tonutuka mHbOpMaMOHHON Oe3omacHoCTH ['ocyaapCcTBEHHOTO
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1. OBIIME NOJIOKEHUA

Hactosmas IlonuTtuka sBiseTcs JOKYMEHTOM, OIpPENESIONIMM  HalpaBlICHUs
JESTEIIbHOCTH B 00nacTu obecrneueHuss nH(OOPMAIIMOHHON 0€30MaCHOCTH U MPENICTABISIET COO0M
CUCTEeMaTHU3UPOBAHHOE M3JIOKEHHE 1ieNiell U 3a1a4 MHGOPMAIMOHHON 0e30MacHOCTH, KaK OJHO
WM HECKOJBbKO MpaBWi, MNPOLEAYP, MPAKTUYECKUX NPUEMOB M PYKOBOISIIMX TPUHLHUIIOB,
kotopeiMu pykoBoactByeTcss ['BJIOY, a Takxke oOpraHu3alMOHHBIX, TEXHOJOTHYECKUX |
IPOIETyPHBIX aCHIEKTOB o0ecTiedeHrs: HHPOPMALMOHHON 6€301MacHOCTH.

[lonoxxenus Hacrosime IlomuTku He  pacmpocTpaHsiloTcs Ha — oOecredeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOI 3amauedi B oOmactu uHpopmarmonHoi Oe3omacHoctu ['BJIOY mnpusnaer
COBEPIIICHCTBOBAHUE MEP U CPEICTB OOECIEeUeHHUs 3amuThl WH(POpMAUU WHGOPMAIIMOHHBIX
pecypcoB 'BJIOY B koHTEeKkcTe pa3BUTHUS 3aKOHOJarenbcTBa Poccuiickoin denepaniui U1 HOPM
perynupoBanusi HHQOPMAIIMOHHOW JEATEIBHOCTH B TEKYIIUX YCIOBUSAX (PYHKIIMOHUPOBAHUS
MH(OPMALIOHHOTO MOJIS.

IIpu pazpaborke [lONMUTUKM YYUTHIBAINCh OCHOBHBIC NPHUHIHUIIBI CO3/IaHUS CHCTEM
3alUThl MHPOPMAIUHM, XapAaKTEPUCTUKU U BO3MOKHOCTH OPTaHHU3AI[MOHHO-TEXHUYECKHX MEp
¥ COBPEMEHHBIX IMPOTPAMMHBIX H allllapaTHO-TIPOTPAMMHBIX CPEJICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeii nesrenbHoctu 'B/IOY 00s3yercs npeanpuHIMaTh BCE BO3MOXKHBIE MEPBI
JUTSL 3aIUTHI HH(QOPMAIHK OT Yyrpo3 6€30MacHOCTH HHPOPMAITUH.

TpeboBanust uHPOpPMALIMOHHOW OE30MACHOCTH, COOTBETCTBYIOT LIENSM JAEATEIbHOCTH
I'BAOY wu mnpenHasHaueHbl JUIsl CHUIKEHHUS PHUCKOB, CBS3aHHBIX C peaiu3alued yrpos
06e30macHOCTH MH(GOPMAIIHH.

[Tonutuka nocrynua Bcem padoraukam ['6/IOY u BceM nosp30BaTensiM ero pecypcos.

2. IEJIA Y 3AJIAYM OBECIIEYEHUS UHO®OPMAIIMOHHOM
BE3OITACHOCTH

2.1. CyobekThl HH(POPMAIMOHHBIH OTHOIIEHUI

CyObekTamu 1ipu ooecrieueHnn nHpopmarronHoi 6e3onacHocty B 'BJIOY sBnstores:

— paOOTHUKH CTPYKTYPHBIX MOJPA3EICHHI (B TOM YUCIIE YBOJICHHBIC);

— TrpaxaaHe, paboTaroIIKe MO T0TOBOPaM I'paXk/1aHCKO-IIPAaBOBOI'O XapaKTepa;

— (Qusnyeckue auIa, NPeICTaBUTENIN KOHTPAreHTOB B paMKaxX HCIIOJIHEHMs JOTOBOPHBIX
00s13aTENLCTB;

— (usnyeckue nuua, noaasmue odpamenue B agpec 'OV,

— IOpUAMYECKHME JUIa, B pPaMKax HCIOJHEHUS JOrOBOPHBIX 0053aTENIbCTB WIM BO
WCIIOJTHEHUH TpeOOBaHUM CO CTOPOHBI 3aKOHOIaTeNbCTBA Poccutickont denepanuu;

— OpraHbl roCy/1apCTBEHHOU BIIACTH.

2.2. O0bexThl HHGPOPMANMOHHBIX OTHOIIEHU

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILICHUMN SBIISIFOTCS:

— uH¢popmannonusie pecypesl [ B0V,

— TOCYJapCTBEHHblE HWH(POPMALMOHHbIE cHcTeMbl OmepaTopoM KOTOPBIX SBISETCA
I'BAOY;

— mpouecchl 00paboTku uHGpopmanuu B uHGopManuoHHbIX cuctemax ['BJIOY,
UH(POPMALIMOHHBIE TEXHOJOTHH, pPErJIaMeHThl M Mpolenypbl cOopa, 00pabOTKH, XpaHEHUs
U niepeadr nHpopMaluu;

— wuH(OpMaIoHHas HHQPACTPyKTypa, BKJIIOYAIOIIas CUCTEMbl OOpabOTKH, XpaHEHUs
U aHain3a MH(OpMAIMK, MPOrpaMMHBIE M HPOTrpaMMHO-aNMapaTHbIe CPEACTBA, B TOM YHCIIE
KaHaJbl CBSA3H U TEJIEKOMMYHHUKAIIUH;

— CHUCTEMBl M CpEACTBA 3alIUThl MHPOpPMAIMH, OOBEKTHl U IOMELIEHHUS, B KOTOPBIX
pasMelIeHbl cpeicTBa 00paboTKU HH(POPMAIUH.

2.3. Henu odecrieueHust HHPOPMAIUMOHHOI 6€30MACHOCTH

OcHoBHO# 1enbpl0 oOecriedeHus: uHpopmarmonHoi OezomacHoctn ['BJIOY  sBusrores

6
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JNEHCTBUS HAMpPABJICHBI HA JOCTUKEHHE 3alIUThl CyOBEKTOB MH()OPMAIIMOHHBIX OTHOIIEHUH OT
BO3MOXXHOT'O HAaHECEHUS UM MaTepHaIbHOTO, (hPU3MYECKOro, MOPAJbHOTO WJIM HHOIO Yyliepoa,
MOCPEACTBOM  CIy4alHOTO WU  MPEAHAMEPEHHOTO  BO3ACHCTBHS HAa  HMH(OpMAIIHIO,
B TOM YHCJIE!

— obecrieueHus OTKa30yCTOMYHUBOTO (yHKIIMOHUPOBAHUS MIPOrpaMMHBIX
U anmnapaTHo-nporpaMMHubix cpeacTB [’ BIOY u npenocTaBisieMbIX CEPBUCOB;

— COOIOJIeHUsT TIPABOBOTO PEXKHMMAa HCIIOJIIB30BAHUS MAacCHBOB M CPEACTB 00pabOTKH
nHpopmanuu;

— MpeAOTBpallleHUs] peanu3aly yrpo3 06e30macHocTd WHGOpMalUU MPU OCYIIECTBICHUU
nestenpbHOCTH ['B/IOY.

2.4. 3anayu obecneyeHus1 HHPOPMALMOHHOI 6€30MACHOCTH

Hoctmwkenne 1eneld oOecriedyeHUss HWHPOPMAIMOHHONW  O€30IacHOCTH M CBOMCTB
unpopmanuu, ['BJI0OY pemaercs ciaenyronmmu 3a1adaMu:

— 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(GOPMAIMOHHBIM pecypcaM;

— pasrpaHHYeHHUs JOCTyla TONb30BaTelned K HMH(DOPMAIMOHHBIM, AaIIapaTHBIM,
MIPOTPaMMHBIM M HHBIM PECypCcaM;

— perucTpanyy M MepruoJuvYecKoro KOHTPOJS JACWCTBUN MOJIb30BaTeNei mpu oOpadoTke
3anImaeMoi HHGpOpMaI 1 NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JCHCTBUH;

— KOHTPOJISl LIEJIOCTHOCTU CPEbl UCIOJHEHUS MPOrpaMM U €€ BOCCTAHOBJICHHE B Cyuae
HapyIICHUS,

— obecrieueHUs] ayTeHTHU(PHUKAUU U WACHTU(UKALUUA TIOJIb30BaTeNIel, YYacTBYIOIIMX
B MH(OPMaLlMOHHOM OOMEHE;

— o0ecreyeHUs]  WCIPABHOCTH  NMPUMEHSICMBIX B HH()OPMAIMOHHBIX  CHCTEMax
I'BAOY cpencts 3amuThl HHGOPMAITUY;

— CBOEBPEMECHHOTO BBISBIICHUE NCTOYHHUKOB YIpo3 0€30MacHOCTH WHGOPMAIUH, IPUIUH U
YCIIOBUHM,  CIOCOOCTBYIOIIMX  HAHECEHWIO  ymepOa  3auHTEpecOBaHHBIM  CyObeKTaM
WH()OPMAIMOHHBIX OTHOIIICHUI;

— CO3JaHUEeM CIyKObl MOHUTOPMHTa M pEarupoBaHUs Ha Yyrpo3bl 0OE30MaCHOCTH
uH(pOpMaIIMK U HETaTUBHBIC TTOCIEACTBHS;

— CO3JaHWEM YCJIOBHM Ui MHHUMHU3AIMK HAHOCHMMOTO yiiepba HEmpaBOMEPHBIMU
NEHCTBUSIMU, U yCTPAaHEHHE IMOCIEACTBUN HapylieHuss WHGOPMAIMOHHON Oe30MacHOCTH B
I'AOY.

Pemenue Boimenepeuncinenybix 3a1a4d B '6/I0Y ocymectBisieTcst nocpeacTBoM:

— yueTa BCeX MOJJIeKAIINX 3aIluTe UHPOPMAIIUOHHBIX PECYPCOB;

— )KYpHAJIMpPOBAHMUS  JEHUCTBUM TIEpCOHANA, OCYIIECTBISIOMIETO OOCITy)XHUBaHUE W
MO (PUKAIMIO MPOTPAMMHBIX U MPOTPAMMHO-AMIAPATHBIX CPEACTB UH(POPMAIIMOHHBIX CUCTEM;

— perjiaMeHTaluu mpoueccoB o0paboTku mHpopmMainuu, Aeiictsuili padoraukos ['BJIOY,
OCYILECTBIISIOIINX IKCIUTYaTallMI0 TPOTPaMMHBIX U IPOrPAMMHO-AIapaTHBIX CPEACTB, HA OCHOBE
YTBEPKICHHBIX OPTaHU3alMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB I10 3alIUTe WH()OpMAIUH;

— Ha3HAYEHUsS W TOJrOTOBKOM pabOOTHUKOB, OTBETCTBEHHBIX 32 OpraHM3alHi0 U
OCYIIIECTBIIEHNE MEPOIIPUATUI TI0 0OecTieueHnio nHpopMarnonHoit 6e3omnacuoctu B B0V,

— HAJCIICHUSI KaXJ0r0 pabOTHHUKAa MUHUMAJIbHO HEOOXOJMMBIMH TpaBaMH TpH padoTe B
UH(GOPMAIIMOHHON HHPPACTPYKTYPE COTTACHO UX TOTKHOCTHBIM 00SI3aHHOCTSIM;

— coOmoieHnss BCeMH  pabOTHUKaMH, OKCIUTyaTUPYIOIIMMUA H  OOCITYXKUBAIOUTUMHU
mporpaMMHBIE ¥ NPOTpaMMHO-aNmapaTHble  CPeJCTBA, TPEOOBaHWUN  OpraHU3aI[MOHHO-
pacmopsANTEIHHBIX TOKYMEHTOB IO BOIIpocaM obecrieueHus nHHOpMalnoHHON 6€30MacHOCTH;

— MEePCOHATLHOM OTBETCTBEHHOCTHIO KAXKA0T0 pAOOTHUKA 32 CBOH JICHCTBHUS, YIaCTBYIOIIETO
B pPaMKaX CBOMX (DYHKIIMOHAIBHBIX 00513aHHOCTEHN B MPOIIeccax aBTOMAaTH3UPOBAHHON 00paboTKH
WH(pOpMAIUK 1 UMEIOIIETO TOCTYII K pecypcaMm HHGOPMAIIMOHHBIX CHCTEM;

— peanu3alme TEXHOJIOTHYECKUX MPOIecCOB 00paboTku MHGOPMAIIMKN C UCIIOJIb30BAHUEM
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KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MeEp 3allUThl I[POrpaMMHOIO oOecreueHus,
IIPOrPaMMHO-aIIIaPATHBIX CPEIICTB,;

— IPUHATHS Mep 0 oOecreueHHro (pU3MUYECKOW IETOCTHOCTH MPOTrPaMMHO-ANNapaTHBIX
CpeAcTB MH(MOPMAIMOHHBIX CHUCTEM U MOIICPKAaHWEM HEOOXOIUMOI0 YpPOBHS 3aIIUIICHHOCTH
KOMIIOHEHTOB;

— HCIIOJIB30BAHMSA  IPOrPAaMMHBIX M IPOrPaMMHO-AIIIApPATHBIX  CPEICTB  3allUTHI
uHpopmanuu odpadareiBaeMoM B ' BIOY 1 aqMUHUCTpAaTHBHOMN MOJAEPIKKON UX NCIIOIB30BAHNUS,

— KOHTpOJS COOJIOAEHUS I0JIb30BaTENIIMU  MH()OPMAIIMOHHBIX CHUCTEM TpeOOBaHUI
1o o0ecrneyeHn o HHPOPMaITMOHHON O€30IaCHOCTH;

— mpoBefeHUs aHanu3a AS(QQGEKTUBHOCTH NPUHATHIX Mep 3allUThl HMH(QOpMauu U
NpUMEHSEMBIX CpeAcTB 3auuThl nHopmarmu B ['BJIOY;

— pa3paboTKu M pealn3alud NPEAJOKEHUH IO COBEPIICHCTBOBAHUIO CHUCTEM 3allIUTHI
uHpopmanuu B '6/JOY.

3. MPHUHIIANLI OBECHEYEHUA HH®OPMAIIMOHHOM BE30IIACHOCTH

Ob6ecneuenne HHPOPMAIIMOHHON 0€30MaCHOCTH, OJKHO OCYIIECTBIATHCS B COOTBETCTBUU
CO CJIEIYIOUIMMH OCHOBHBIMU IIPUHLIUIIAMHU:

3.1. IIpuHOMI 3aKOHHOCTH

[Tpu BEIOOpE MepONpUATHIL 11O 3aIUTe HHPOPMAIINH, JOJDKHO COONIIOAThCS ACUCTBYIOIIEE
3akoHoAaTenbcTBO Poccuiickoit @eneparuu B chepe 3amuThl HHGOPMALIUU.

Bce paboTHUKH TOKHBI IMETH MPECTaBICHHE 00 OTBETCTBEHHOCTH 32 MPABOHAPYIICHHS
B cdepe 3amuThl nHpopMaiuu. [IporpammHo-anmnapartusie cpenctsa, npumensiemsie B [' 510V,
JOJDKHBI IMETh COOTBETCTBYIOIIUE JIMLIEH3UH, OQUIIMATIBFHO MPHOOPETATHCS y MPEACTaBUTEINCH
pa3pabOTUMKOB ATUX CPENICTB WU SABISATHCSA MHTEIUIEKTyanbHOM cobcTBeHHOCThIO ['BJIOY.

3.2. IpuHIMII CHCTEMHOCTH

[Tpu co3gaHnu CUCTEMBI 3aIUTHI TOJDKHBI YUUTHIBATHCS aKTyallbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOpPMALIMK, BO3MOXKHBIE OOBEKTHI M HANPABJICHUS aTak HAa HEE CO CTOPOHBI HAPYIIUTEJICH.
Cucrema 3amMThl JODKHA CTPOUTBHCS C YYETOM HE TOJBKO HM3BECTHBIX KaHAJIOB YTEUKH
uH(pOpMalLMU, HO U C YYETOM BO3MOXKHOCTH IOSIBJICHUSI HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM
o0ecreyeHn .

3.3. [IpyHOMN KOMILIEKCHOCTH

KommnekcHoe  uMcnonb30BaHHWE — CPEACTB  3alllUThl  MHGOpPMALMM  Ipeanojaraer
COTJIACOBAHHOE ITPUMEHEHHE NPU IMOCTPOCHUM LEIOCTHOM CHCTEMBI 3alUTHI, NIEPEKPBHIBAOIIECH
BCE CYILIECTBEHHBbIE YyIpo3bl 0€30MacHOCTH HHPOpMalnuu. 3alura JOHKHA CTPOUTHCA
suIesoHupoBaHo. dusnyeckas 3amMTa JODKHA oOecreyuBaThesl (U3MUECKUMU CPECTBaMU U
OpraHU3allMOHHBIMH MEpPaMH.

[Ipy mnDocTpoeHHH, BHEAPEHWHM M OIKCIUTyaTallMM CHUCTEMbl 3aIlMThl HMH(OpMaLUu
pykoBojictBo I'BJIOY ob6ecneunBaer ycnoBust i 3GpGEeKTUBHON KOOPIUHALMN JEHCTBHM BCexX
7u1, 00ecreuynBaINX HHPOPMAITMOHHYIO O€30MTaCHOCTD.

3.4. IlpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cucteMsl 3auThl HHGOPMALIMK JOJHKHA BECTUCH MapajlIeNIbHO C pa3padOTKON
U MHQOPMALMOHHOW CHUCTEMBL. OTO TMO3BOJUT Y4ecTb TpeOoBaHHs 0€30MacHOCTH
IpU TMPOEKTUPOBAHUU APXUTEKTYpbl M, B KOHEUHOM cueTe, co3aarh Ooisiee 3¢ (deKTUBHBIE
UH(POPMAILIMOHHBIE CUCTEMBI, 00JIaJIal0IINE TOCTATOYHBIM YPOBHEM 3allUIIIEHHOCTH.

3.5. IpyHIMI MpeeMCTBEHHOCTH

[TocTossHHOE COBEpIIEHCTBOBAHWE MEp M CPEACTB 3alUThl HMHPOPMALMU Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHUUYECKUX PEUICHHH, KaJpoBOr0 COCTaBa, aHAIM3a
(YHKIMOHUPOBAaHUS MH(OPMAIIMOHHBIX CHUCTEM M CHUCTEMBI €€ 3alllUThl C yUYeTOM H3MEHEHUH
B METOJlaX M CpeACTBax IepexBara HH(OpMalMM, HOPMATUBHBIX TpeOOBaHUI MO 3aluTe
uHpOpMaLUH.

3.6. [TpuHOMI 10CTATOYHOCTH
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CooTBeTcTBHE YPOBHSI 3aTpaT Ha oOecrneueHue WHGOPMAMOHHONW O€30MacHOCTH U
LEHHOCTU MH(OPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BO3MOKHOTO yilepOa OT UX pasrialleHus,
YHUYTOXKECHUS U UCKKEHUS. VICroib3yeMble MEPhI U CPEJICTBA 3aIIUTHI MHOPMAITUHU HE JIOJKHBI
YXyALIATh 3PTOHOMHYECKHE [TOKa3aTeI KOMIIOHEHTOB MH()OPMALIMOHHBIX CUCTEM.

3.7. IIpyHOMI OTBETCTBEHHOCTH

Boznoskenne oOTBETCTBEHHOCTH 3a obecrieyeHue Oe3omacHOCTH HWHGOpMaAlUU U ee
00paboOTKM Ha KaXI0ro pabOTHUKA B TpEIeNax €ro IMOJHOMOYud. B cOOTBETCTBHU C ITUM
MIPUHIIMIIOM pachpe/iesieHre NpaB U 00s13aHHOCTeN PAOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOObI
B Clly4ae JII000ro HapyIieHus ObUT N3BECTEH HAPYIINUTEb.

3.8. IIpuHIMTT 000CHOBAHHOCTH U TEXHUYECKOMH peain3yeMocTH

WNudopMalinoHHble TEXHOJOTHH, MPOTPAMMHBIE W TPOTPaAMMHO-aNIapaTHBIE CPENCTBa,
Mepbl 3alUThl MHGOPMAalUU JOJDKHBI OBITh peajr30BaHbl 0 COBPEMEHHBIM PEIICHUSIM,
000CHOBaHBI
C TOYKH 3PEHHUS JOCTHKEHUS 3aJaHHOTO YPOBHS 3aIIUIIEHHOCTH HHPOPMAIHI U SKOHOMUYECKOU
1eN1eco00pa3sHOCTH, a TaKKe COOTBETCTBOBATh YCTAaHOBJICHHBIM HOPMaM W TpeOOBAaHUSAM
1o 6e30macHOCTH HHPOPMAIIUH.

3.9. Ipunuun npogeccuoHaTU3Ma

Peanuzarus mep 3amutel MHQOpPMAIMKM U IKCIUTyaTalysl CPEACTB 3alUThl MH(OpMAaLUU
JIOJDKHA OCYIIECTBIATHCS MPO(ECCHOHATBHBIMU CIIEHUAINCTAMH.

[TpuBneyeHne crenUaTU3UPOBAHHBIX OPraHHU3AIMi K pa3paboTKe CPEICTB U peanu3aluu
Mep 3amMThl WH(OpPMAlWW, IOATOTOBICHHBIX K KOHKPETHOMY BHIY JACSITCIBLHOCTH II0
oOecrieueHn0 0e30MacHOCTH HH(OPMALMOHHBIX PECypCOB, HMEIOIIMX OMBIT MPAKTHUECKON
paboTHI U JIMIIEH3UH HA IPABO OKa3aHUs yCIyT B 3TOH 001acTH.

3.10. IIpuHUIMI MUHEUMH3AUHUU PUBUJIETHH M0JIb30BaTe el

OOecrieueHne  TONB30BATENICd  MPUBWICTUSIMUH  MUHUMAQJIBHO  JOCTATOYHBIMU  JUIS
BBITIOJTHEHMSI UMH CBOMX JIOJKHOCTHEIX oOsi3aHHOCcTer B ' B0V,

4. OCHOBHBIE TPEBOBAHUA 110 3BAINUTE UHOOPMALIUN
OI'PAHUYEHHOTI'O JOCTYIIA

4.1. Cucrema  3amuThl  WHpOpMANMKM  JOJDKHA  TPEAycCMaTpuBaTh  KOMILIEKC
OpPraHM3allMOHHBIX, MPOTrPaMMHBIX M IPOrPaMMHO-AIAPAaTHBIX CPEJICTB M MEp IO 3alluTe
uH(popMalnu B porecce ee 00paboTKH.

Brinonnenune TpeboBaHMi JOCTUTAETCS 3a CUET peaTu3alii Ha 00beKTax HHPOPMATU3ALUH
Mep MO 3aIuTe HHPOPMAIIUH:

— WJeHTUUKALUU U ayTeHTU(PHUKAUU CyObEKTOB JOCTyNa U 00BEKTOB JOCTYIIA;

— YIOpPAaBIIEHUIO JOCTYIOM CYOBEKTOB JIOCTyIa K 00BEKTaM JI0CTYIIa;

— OrpaHUYEHMIO POTPAMMHOMN CPEJIBI;

— 3alIUTe MAIIMHHBIX HOCUTEJIEH NMePCOHATbHBIX IaHHBIX;

— peructpaiuu coObITHI 6€30MacHOCTH;

— AHTUBHPYCHOM 3aIlNTE;

— 0OHapy>KeHHUIO BTOPKEHUIA;

— KOHTPOJIIO (aHAIU3Y) 3alUIICHHOCTH IEPCOHAIBHBIX IaHHBIX;

— o0ecrneueHHIo IeJTOCTHOCTH HH(POPMAIIMOHHOM CUCTEMBI U TIEPCOHANIBHBIX JIaHHBIX;

— o0ecrneyeHHIo JOCTYITHOCTH MePCOHAIBHBIX TaHHbIX;

— 3alIUTHI CPEeAbl BUPTyaIU3ally;

— 3alIUTHl TEXHUYECKUX CPECTB;

— 3aIIUTHl UHPOPMALIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSI3U U Mepeaayun JaHHbIX;

— BBISIBJICHUIO UHIMICHTOB U pearupoBaHNe Ha HUX;

— yOpaBlieHUIO KOHGUTrypauued HHPOPMAIMOHHON CHUCTEMBl U CHUCTEMBI 3allUThI
nepcoHanbHbIX AaHHBIX. [ BJIOY, kak o0Onanatens MHGOpMAIUK OrpaHUYEHHOTO JOCTYyTa, IpU
OCYIIECTBJIEHUU CBOUX MPaB 00513aHO:
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— coOJ0AaTh NpaBa U 3aKOHHBIE MHTEPECHI MHBIX JINLI;

— IpPUHUMATh HEOOXOJUMBbIE MEPHI 10 3aIUTe UH(HOPMALIIH;

— OrpaHMuuBaTh JOCTYN K HHGpOpPMAaLMH, €ClIM Takas OO0s3aHHOCTb YCTAHOBJICHA
3aKoHoAarenbCcTBOM Pocculickoit denepanum.

B tom uuncne I'bBJIOY, BmpaBe ecid HHOE HE MNPEIYCMOTPEHO 3aKOHOAATEIHLCTBOM
Poccuiickoit denepanuu:

— paspemiaTb WIM OTPaHUYMBATH JOCTYN K HMH(OpMAIMH, ONPEIENsATh MOPSAO0K H
YCIJIOBUS TAKOT'O JJOCTYTIa;

— HCIONB30BaTh MH(GOpPMAIMIO, B TOM YHCIE PACIpPOCTPAHATH €€, IO CBOEMY
YCMOTPEHHUIO;

— nepenaBaTh MHGOPMALMIO APYTUM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHO/ATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

— 3aIIMINATh YCTAHOBJIEHHBIMH 3aKOHOAATenbCcTBOM Poccuiickon ®Penepauuu
crioco0amMM CBOM IIpaBa B CiIy4ae HE3aKOHHOIO IOJY4YeHHMs MHPOPMALUU WU ee
HE3aKOHHOT'0 MCII0JIb30BaHMSI MHBIMU JIUL[AMU;

— OCYUICCTBJISTh WHBIC NEHCTBHs ¢ MH(OpMAaIUe WM pa3peniath OCyIIECTBICHHE
TaKuX JIEHCTBUM, €ClIM 3TU JeMCTBUSA HE MpOTUBOpeYar (enepanbHbIM 3aKOHAM U
IpyTuM
HOPMAaTUBHO-IIPaBOBBIM akTaM Poccuiickoit denepanuu.

3ammra wWHQOpPMAIMK OTPaHUYEHHOTO JIOCTyNa TPEACTaBIsIieT Co00i mpUHATHE
OpPraHU3alMOHHBIX U TEXHUYECKUX MEp, HAllpaBJICHHBIX Ha:

— cobmofieHne KOH(PUIEHIMAIbHOCTH HH(pOpMalMK (MCKJIIOUEHUE HEIPABOMEPHOIO
JIOCTYTIA, KOITMPOBAHMS, IPEAOCTABICHHSI WM PACIIPOCTPAaHEHHUS HHPOPMALIUN);

— obecriedyeHue eI0CTHOCTH HH(popMaIK (MCKIIIOYSHHE HETTPaBOMEPHOTO
YHUUYTOXKEHUS
WA MOJU(PHUIUPOBAaHUS HH(DOPMAITUH);

— peanuzanmUio NpaBa Ha JOCTYH K uHpopMmanuu (HCKIIOYEHHE HEIPaBOMEPHOTO
OnoKupoBaHus HH(OPMAITIH).

CpencTBa 3auThl HHGOPMAIIMK BHEAPSIOTCS M0 Pe3yIbTaTaM IPOBECHUS OLIEHKH PUCKOB
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

4.2. Opranu3anus 3aiUThl HHGOPMAIIUH

[Tpu opranuzanuu B I'B/IOY 3amuTel nHGOpMauu, JOHKHBI BBIIOIHATHCS TPeOOBaHUS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 wuHdpopmanuu, HHGOPMAIMOHHBIX
TEXHOJOTHSIX M O 3amuTe HHGOpMalun», KOTOPbIE PEryJIMpyIOT OTHOIIEHHS, CBS3aHHbIE
C YCTaHOBJIEHHMEM, H3MEHEHHEM WU TpeKpalleHueM pexuMa oO0paboTKu 3alluiiaeMon
uHpopmanuu. B ToM umcne TpeGoBaHMs O 3amre WHGOpPMAIMU, HE COCTaBISIOIIEH
rOCy/IapCTBEHHYIO TailHy, coJlepiKalleiicsi B rocyAapCTBEHHBIX HMH(OPMALMOHHBIX CHUCTEMAax
yrBepxkaeHHbIe npukazoM @CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHUN TpeOOBaHUi
0 3amure HWHGOPMAIMKM, HE COCTABIISIONIEH TOCYJapCTBEHHYIO TailHy, COJEp)Kallencs B
rOCYJJapCTBEHHBIX WH(OPMAIMOHHBIX CHUCTEMax» Ul TOCYJapCTBEHHBIX HH(OPMAIIMOHHBIX
cucreM, 1o kotopeiM ['BJIOY sBnsiercs Onepatopom.

B I'B/IOY nomumMo peanu3anii OCHOBHBIX MEp 3alUThl HH(OPMAIIMU OCYILECTBISAETCS:

— peryisipHas OLIEHKa W YIpaBJeHHE pPUCKaMU HH(OpMaruMoHHOW O0e30macHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMH IPOLIEypaMU B 00JIACTH YIIPABICHUS PUCKAMU;

— wuH(popMupoBaHHe, OOyuyeHHE | TOBBIIICHHE KBaTU(PUKAMH pPaOOTHUKOB
I'BAOY B chepe nndopmamoHHOM 0€30MMaCHOCTH;

— MeToJuyYecKasl MOMOIllb pabOTHUKAM B BOINpocax olecredeHus WH(pOpMalMoHHON
0e30I1acHOCTH;

— aHaJIM3 M TOUCK BO3MOXKHOCTEH 110 TOBBIIIEHUIO YPOBHS 3aIMIIEHHOCTU
uH(pOpMaLUH.
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s opranuzanuu 3ammtel nHGopmaruu, I'bJIOY BrpaBe NpuMeHATh CPEACTBA U METOIBI
TEXHUYECKON 3allMThl, MPEeANPUHUMATH Jpyrue, HE NPOTHUBOpEYAIllhe 3aKOHOAATEIbCTBY
Poccuiickoit ®eaepanuu, Mepsbl.

B pamkax obecriedeHuss 3amuTbl HHQOpPMANMM, B pPaMKaxX TPYAOBBIX OTHOIICHHI
HEOOXOIMMO O3HAKOMUTH IO/ POCHHCH PAOOTHUKOB, JOCTYN KOTOPBIX K HH(OpManuu
OTPaHUYEHHOTO JIO0CTYTa, HEOOXOAUM ISl BBIIOJHEHUS UMH CBOMX JIOJDKHOCTHBIX O0SI3aHHOCTEH,
¢ mepeuHeM HH(pOpMaIMK OrpaHHMYEHHOTO J0cTyna, U npuHATeIME B I'B/IOY Mepamu 3amuTel
uHpopmanuu.

4.3. Oco0eHHOCTH 3aIHUTHI NEPCOHATbHBIX TAHHBIX

IIpu opranmsamuum o6padotkn B I['BJOY mepcoHambHBIX JaHHBIX HEOOXOIUMO
PYKOBOJICTBOBaThCSl TpeboBanmsimu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O nepcoHaNbHBIX JAHHBIXY.

[lepeuens Mmep, BbIONHEHHE KOTOpbIX obOecreunBaer ['BJIOY B kauyectBe omepaTtopa
MEPCOHAIBHBIX JaHHBIX, TOJIKEH BKIIOYATh:

— HazHayeHue B ['BJIOY oTBeTcTBEHHOro 3a OpraHu3anuio 0oOpadOTKH TMEPCOHAIBHBIX
JTAHHBIX;

— pa3pabOTKy JOKYMEHTOB, ONPEICSISIONIMX TMpaBuila B OTHOUICHHH 00pabOTKH
nepcoHanbHbIX NaHHBIX B ['BJIOY, jH0KanbHBIX aKTOB MO BOMpPOcaM 0OpabOTKH MEPCOHATBHBIX
JTAHHBIX,

— IPUMEHEHHE OPTraHU3alMOHHBIX M TEXHUYECKUX MEp MO O00ECIEUYEeHUIO0 0e30MacHOCTH
MEPCOHANIbHBIX JaHHBIX B COOTBETCTBHH CO cTaTheir 19 denepanpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

— BBIIIOJIHEHUE TPEOOBAHUM IO COCTABY U COJIEP>KAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX
Mep 1o obecrneueHU0 Oe30MacHOCTH TMEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B
MH(OPMaLIMOHHBIX CUCTEMAaX EPCOHANIbHBIX TaHHBIX yTBEpKAEHHBIX [Ipukazom ®CTIK Poccun
or 18.02.2013 Ne 21 «OO0 yTBep>KIEHHUH COCTaBa U COJACPKAHHS OPraHU3AIMOHHBIX U
TEXHUYECKHUX Mep Mo o0ecredeHn o 0e30IacHOCTH MEPCOHATIBHBIX TaHHBIX PU UX 00paboTKe B
MH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX);

— OLIEHKY Bpena, KOTOPbIi MOXET ObITh MPUYMHEH CyOBEKTaM MEepCOHAJIbHBIX JaHHBIX
B ciyvae HapymeHus @enepanpHoro 3akona Ne 152-@3, cooTHomeHHWe yKa3aHHOTO Bpenaa
U IPUHUMAEMBbIX OIIEpaTOPOM Mep, HaIllPABJICHHBIX Ha 0OecleueHUe BHIIIOJIHEHUs 0053aHHOCTEH,
npenaycMoTpeHHbIx DenepanbHbiM 3akoHOM Ne 152-D3;

— o3HakomsieHne paboTHukoB I'BJIOY, HenmocpencTBEHHO OCYIIECTBISIONMX 00pabOTKY
MEPCOHAJIbHBIX JIAHHBIX, C TMIOJOXEHUSIMU 3aKoHoaarenbcTBa Poccuiickoit  denepaunu
O TEpPCOHANBHBIX JIaHHBIX, B TOM 4YHCJIE TPEOOBaHMSIMU K 3alllUTe€ MEPCOHAIBHBIX JaHHBIX,
JTOKyMeHTaMu, orpeaensonumu TpedoBanus ['BJIOY B oTHomeHnn 06paboTKH MePCOHATBHBIX
JAHHBIX ¥ 00y4eHue, Mpu He0OXOIMMOCTH, YKa3aHHBIX pAOOTHHUKOB.

OGecnieyeHune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

— ONpeziefieHueM yrpo3 M HapyluTelned Oe30MacHOCTH TNEePCOHANBHBIX JAHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAbHBIX JaHHbIX;

— ONPEACIEHUEM YpPOBHS 3allMIIEHHOCTU IEPCOHAIBHBIX [aHHBIX B COOTBETCTBHUHU
¢ tpeboBanusmu [loctanosnenust [IpaBurenscrtBa Poccuiickoit @enepammu ot 01.11.2012 Ne
1119 «O6 yTtBepkaeHHU TpeOOBaHMH K 3allUTEe NEPCOHAIBHBIX JAaHHBIX NpPU HX 00paboTke
B MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHBIX;

— OIPUMEHEHHEM MpPOUIeAIINX B YCTAaHOBJIEHHOM TMOpSIKE TMPOLEIypy OLEHKH
COOTBETCTBUS CPEJICTB 3AIIUTHI HH(OPMALIIH;

— OLIEHKOM 3P PEeKTUBHOCTH MPUHUMAEMBIX MEp MO 3aIIUTEe MEePCOHATBHBIX JAAHHBIX 0
BBOJA
B DKCILTyaTaI1io HH(HOPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JTAHHBIX;

— BOCCTAaHOBJICHHEM NEPCOHAJIBHBIX JaHHBIX, BCJIEJICTBHE MOJTyYeHUS
HECaHKIIMOHUPOBAHHOI'O JOCTYTA K HUM;

11
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— YCTaHOBJICHMEM TMpaBWJI JIOCTyNa K IEPCOHANBHBIM JIaHHBIM, 00pabaThIBaeMbIM
B MH(GOPMAIIMOHHBIX CHUCTEMAax IMEPCOHATIBHBIX AHHBIX, a TAKXKE OOCCIICUCHHEM PETUCTPALUU
U ydeTa BCeX JCWCTBUI, COBEPIIAEMBIX C MEPCOHAIbHBIMU JAHHBIMU B HMH()OPMAIIMOHHBIX
CHUCTEMax MEePCOHATbHBIX JJAHHBIX;

— KOHTpOJIEM 3a MPUHUMAEMBIMU MEpaMU MO 3allUTe MEPCOHAIBHBIX JaHHBIX U
OTIpEIeNIEHHOT0 YPOBHS 3alIMIEHHOCTH HH(POPMALIMOHHBIX CHCTEMaX NMEPCOHANBHBIX JaHHBIX B
nporecce
ee dKCIUTyaTalHH.

5. OCHOBHBIE TPEBOBAHUSI K TIPOHECCAM OBECIIEYEHUA
NHOPOPMALIMOHHOMU BE30OITACHOCTHA

Metoauueckoe PYKOBOJCTBO, pa3pabdOTKy peUmIeHHH 1o 3ammre WHGOpMaluy,
COIJIAaCOBAHUE BBIOOPA CPEACTB BBIYMCIUTEIBHONM TEXHMKH, HPOrPAaMMHBIX M IPOrpaMMHO-
anmapaTHbIX CPEJICTB 3aIUThl HH(POPMAIUK, OpraHU3aIMIo padoT MO BRISBICHUIO BO3MOKHOCTEH
U NPEeAyNpexIeHUI0 YTeYKM M CBOWCTB 3allMIIaeMoi MHGpOpMalMU, aTTECTAlUI OOBEKTOB
MH(pOpMaATU3AIMK OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIe noapasaeneHust [ bOY.

5.1. ®u3uyeckas 0e30NaCHOCTb

[TpunsTHIE OpraHuM3allMOHHBIE U TEXHUYECKHE Mepbl o 3amure nomeuieHudt I'BJIOY,
CEepBEPHOTO U KOMMYTAILlMOHHOIO OOOpYZOBaHMs, ABTOMAaTHU3UPOBAaHHBIX pPA0OYMX MECT
noJb3oBarenel napopmanroHHsix cucteM I'B/IOY obecrieunBaroT peann3auio CIeayOIIX Mep
10:

— pasrpaHuYeHuIo JocTyna padoTtHukoB B nomerieHus ['BJIOY B coorBercTBUM C HX
MOJIHOMOYMSIMU U TOJKHOCTHBIMU 00SI3aHHOCTSIMU;

— peructpanuu (akToB BXoJa paOOTHUKOB B MOMEIICHHUS, B KOTOPBIX BEAETCS 00paboTKa
NIEPCOHAIBHBIX JaHHBIX;

— KOHTpOJMpyeMoMy npeObiBaHUI0 mnocTtopoHHux iun B I'BJIOY B mnomemienus, B
KOTOPBIX BeJleTcs 00paboTka nHGOpMALUK OTPAaHUYEHHOTO JI0CTyNa U Pa3MELICHbI allapaTHble
cpencTBa HHPOPMAITMOHHON CHCTEMEI,

— OpraHu3alid  peXuMa KOHTPOJUPYEMOTro BHOCA/BBIHOCA CPEACTB  00pabOTKH
UHpOpMaLIUH.

[Tomemenuss I'B/IOY  nmomxHBl OBITH 00OpPYJIOBaHBI JI€TEKTOpPaMU OTHS M JbIMA,
OTHETYIIUTENAMH, CUCTEMaMHU KOHAMLIIMOHUPOBAHUS BO3yXa, CPEACTBAMHU OXPAaHHO-II0KapHOU
CUTHAJIM3aL1 Y.

OcHoBHOE cepBepHOe U KoMMyTannoHHoe obopynoBanue I'b/I0Y n0mKkHO OBITE 3alIUIIIEHO
OT 1nepedoeB B Mojaue 3JIEKTPOIHEPTUU MyTEM MOJKIIOYEHHUS K 3JIEKTPOCETH C MPUMEHEHHEM
UCTOYHHUKOB OecriepeOOMHOr0 MUTaHUS M PE3EepPBHOIO Ju3enb-reHeparopa. VCTOYHHMKH
OecriepeOoHOro MUTAaHUS HEOOXOAUMO PETYJISIPHO TECTUPOBATH U MPOBEPSITH YIOJIHOMOYEHHBIM
pabotHukam I'B/IOY B COOTBETCTBUM ¢ PEKOMEHIALIMSIMUA TPOU3BOIUTEIS.

[TopraTuBHBIE TEXHUYECKHE CpEACTBa HE JIOJDKHBI OCTaBaTbCsl 3a IpeleiamMu
KoHTpoaupyemoit 30HbI ' B/IOY 6e3 kouTposs co ctopoHs! paboTHUKOB ['BJIOY.

5.2. Be3onacHocTh Ha padoueM MecTe

3ampemaercss BECTU 3allCh IApoJel B OTKPHITOM BHJE Ha MaTEpUAIbHBIX HOCHUTEI,
3a UCKITIOYEHHEM CIIy4YaeB, PEriiaMEHTUPOBAHHBIX METOJIOB XPAHEHHUS.

JIOKyMEeHTbI U HOCUTENIM C MH(oOpMaIueil orpaHMYeHHOro JOCTYIa JOJKHBI yOUpPaThCs
B omnedarbiBaeMble MecTta (ceddpl, mkadpl W T.I.), TpU yxome ¢ paboyero wmecra.
Ha aBromarusupoBanHoM pabGouem mecte Ilomb3oBatens pabouast ceccust OOJDKHA OBIThH
npepBaHa, pabouunii ctos 3a0610KkupoBaH. Bxos monb30BaTesns B CUCTEMY HE OJKEH BBITOTHATHCS
ABTOMATUYECKHU.

JIoOKyMeHTBI, cojiepxKaliue HHPOPMALUIO0 OrPaHUYEHHOrO JOCTYIA, JOJDKHBI Cpa3y
U3bIMAThCSl U3 MeYaTalolux ycTpocTB. s yTwimzanuu KOHOQUACHIHAIbHBIX JOKYMEHTOB,
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JIOJKHBI KCTIOB30BATHCS YHUUTOXUTENN JOKYMEHTOB HE HWXE 4 ypOBHS IO CTaHAAPTY
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKHUTEISAM JTOKYMEHTOB.

[Ipu wucnonb30BaHUM MOOUIBHBIX TEXHUYECKHUX CPEJICTB HEOOXOIUMO COOI0IATh
JIOTIOTHUTEJIbHBIE MEPBI MO PErIaMEeHTallud U KOHTPOJIIO MCIOJB30BaHUS B MH(OPMALMOHHON
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

HaxoxaeHne mnpencraBuTeneil IOPUAMYECKUX JIMI] B PAMKax HMCIOJHEHHS JOTOBOPHBIX
0053aTENIbCTB B MOMEUICHUAX, B KOTOPBIX BeJeTcs 00paboTka MH(OpMAIMM OTPaHUYEHHOTO
noctyna MHGOPMAIMOHHON CHCTEMBI, BO3MOXHO TOJBKO B COINPOBOXJIEHUU pPaOOTHHKA
I'BAOY, nonymeHHOTo 10 00pabOTKH TaKoi HHPOpPMAIIHH.

Pa3mernienne TeXHWYECKHX CpeICTB BbIBoAa HH(popManuu B mnomemeHusx ['BIAOY
NPOU3BOJUTCS C YYETOM HMCKIIOYEHHS BO3MOXKHOCTH BH3YaJbHOTO MPOCMOTpa WH(pOpMAIHUU
MOCTOPOHHUMH JIMIIaMU ¥ paOOTHUKAaMU, HE TOMYIIEHHBIM K padoTe ¢ JaHHOH nHpopManuei.

TexHUUeCKue CpelCcTBa MOJDKHBI pa3MelaTbcs M XPaHUTbCI TakUM 00pa3oM, 4TOOBI
COKpaTUTh BO3MOKHBIN PUCK MOBPEXKIACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

5.3. Texunueckoe 00c/Ty:KUBaHHE 000PY10BAHUS

Texuunueckue cpeactsa ['BIOY nomkHBI NpOXOAUTh HA PEryJsiPHON OCHOBE CEPBUCHOE
00CIIyKUBaHUE B COOTBETCTBUH C PEKOMEHJAIUSMU IPOU3BOAUTENEH 000py10BaHUS.

PeMoHT u cepBHuCcHOE o0O0ciIyXuBaHHe OOOPYAOBAaHUS JOJKHBI BBINOJHATHCS TOJBKO
KBTI (UIIUPOBAHHBIMU CIICIIUATUCTAMHU.

TexHuuyeckoe oOCIyXHBaHHE OOOpPYAOBaHUS CTOPOHHUMH OpTraHH3aIMsIMH HE JOJHKHO
MIPUBOAUTH K PUCKY HAPYIIECHUSI KOHPUICHIIMAIBHOCTH 3alllMIlaeMoi nH(popmaiuu.

5.4. B3aumojeiicTBHe ¢ TPeTbHUMH JIHIAMHU

B uensx obecnieuenus umHpopmarmonHon Oe3omacunoctu ['BJIOY npu B3ammoneiicTBuu
C TPETHbUMHU JIMLIAMU JIOJHKHO BBIIIOJIHATH CJIEIYIOLINE MEPOIIPUATHS M1O:

3aKJIIOYEHUIO COIVIALICHUS O HepasIIalleHud HH(OpMalUKd OrpaHUYEHHOIO JO0CTyIa,
MOJTyYEHHOU B X0J1€ UCTIOJHEHHSI IOTOBOPHBIX 0053aTEIbCTB,;

OCYIIECTBJICHUIO KOHTPOJIS 3a JCHCTBUSAMH IPEICTAaBUTENIEH KOHTPAreHTOB B NpeJesiax
KoHTposiupyemoit 30861 [ BZIOY.

5.5. YnpagByenue :Ku3HEHHBIM HMKJIOM HH(POPMAIIMOHHBIX CHCTEM

Meponpusitust B mporiecce >KU3HEHHOT 0 IUKiIa nHpopMmalnoHHbix cucteM ['BJI0Y nomxHbI
OBITH HAMpaBIICHBI HA OOECTIEYCHHUE 3alTUTHI MH(POPMAIIUK TP BBOJIE B ICHCTBUE, IKCIUTyaTallNH,
CONPOBOXACHUU U MOJIEPHU3AIINH, BEIBOAA U3 IKCILTyaTallH.

OcHoBanueM Tpu pa3paboTke HWHPOPMAIMOHHBIX CHUCTEM OJDKHBI SIBISATHCS PEIICHUS
NPUHATBIE Ha cTaauud (GopmupoBaHUS TpeOOBaHMIL, coaepiKaliue TpeOOBaHUS B TOM YHCIIE
M0 CHCTEME 3aIIUThl UHPOPMAIIUHU.

Jroboe TuTaHHpyeMOoe K BHEAPEHHIO H3MEHeHHe WH(OPMAIIMOHHOW  CUCTEMBI
IPEIBAPUTENBHO JOHKHO OBITh MPOaHATM3UPOBAHO HA COBMECTUMOCTD M OTCYTCTBHE HapyIICHUN
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3aIUTHI HH(POPMAIIUH.

Pabotsl mo MopepHu3anuyu MHPOPMAIMOHHOM CHUCTEMBI, B TOM YHUCJE IO YCTaHOBKE
MPOrPaMMHOTO OOEeCTeueHHs U OOHOBJICHH, MOJKHBI MPOBOJUTHCS B Hepabouee Bpems HIIU
BpeMs HAaUMEHbIIIEH paboyeil Harpy3Ku.

[Ipu BBIBOJIE M3 SKCIUTyaTallM WH()OPMAIMOHHBIX CHCTEM JOJDKHO OOECreYnBaTHCA
rapaHTUpPOBaHHOE yAaleHHWe oOpabaTbiBaeMOWl M XpaHUMOM B HUX HHPOpPMAIUH C
WCIIOJIb30BAaHUEM CPEJICTB TapaHTUPOBAHHOTO YHUYTOXKEHUS HWH(OpMAIUU WM  ITyTEM
(U3UYECKOTO YHUUTOKESHHS HOCUTeNeH nH(OpMaInu.

Bce mpomenypst oOecmeuenus 3amuthl wHGOpManuu, yctaHoBieHHble B ['BJIOY
B OTHOIIEHWH WH(POPMAIIMOHHBIX CHCTEM, JOJDKHBI BBITIONHATHCS M KOHTPOIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 32 OPraHU3AIHI0 padoT MO 3aIuTe HHPOPMAIUH.

5.6. KoHTpoJb 10cTyNa K HHPOPMALHOHHBIM CHCTEMAM

Bce pabornuku ['BJIOY, nonymiennsie Kk padoTe ¢ HHPOPMAIIMOHHBIMHA CHCTEMaMH, HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 32 HApYIIEHUS YCTAHOBJICHHOTO TMOpsjaka 00paboTku
uH(pOpMaLIUH.
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YpoBeHb MoJHOMOYMH TONb30BaTens B uHpopmaumonHoil cucreme I'B/IOY nomxen
OIPENeNATHCS B COOTBETCTBUHU C €r0 JOPKHOCTHBIMU O0SI3aHHOCTSIMU.

Hoctyn  monb3oBateneid kK  wHQoOpManuoHHbIM  cucreMam  [BJIOY  momken
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM UH(OPMAIIMIOHHON CUCTEMBI.

OcyuiecTBienue PEryJISIPHOTO KOHTPOJIS BBITIOJTHEHUS OpraHU3alOHHO-
pacropsaUTeNbHbIX JOKYMEHTOB, KacaloIUXcs perinaMeHTanuu gomnycka padotaukos 'BJIOY k
UH(POPMALIMOHHBIM CHCTEMAaM.

5.7. AnenTudukanus u ayreHTH(PUKAIMS

JocTyn nonp3oBaresel K HHPOPMAIMOHHBIM CUCTEMaM JOJDKEH MPEI0CTABIATHCS TOIBKO
1I0CJI€ YCIIEHIHOTO 3aBepUICHUs UACHTU(PUKALNN, Ay TeHTU(DUKALIUH.

[Tonyyenue monb3oBaTelIeM HWMEHH B HH()OPMALMOHHOW CHUCTEME W Tapoiisi, KOTOpbIC
o0ecrneunBaOT JOCTYI K HMH(OPMAIMOHHOW CHUCTEME, JOJDKHO OCYLIECTBIAThCA IO
IIPEJICTaBICHUIO PYKOBOJIUTEIS CTPYKTYPHOIO IOIpa3AeICHUSI.

5.8. ¥YnpaBJjienue 10CTynom

B I'B/IOY 10omKHO OCYIIECTBIISATHCS yNpaBlieHUE JOCTYNOM K MH(POPMALMOHHON cHCcTEMe
HOCPEJICTBOM pEAN3aLUU HEOOXOIUMBIX METOJIOB, THIIOB M IPaBWJ pa3rpaHUYEHUs JIOCTYIa
nosib3oBatesiM uHpopmarmonHoit cucremsl ['BIOY. B Tom uynciie obecniedyeH 3aniuiieHHbINA
yIAJIEHHBIA TOCTYI CyOBEKTOB JIOCTYNa K 00bEKTaM JJOCTYIIA Yepe3 BHEIIHUE UH(OpMaIlMOHHO-
TEJIEKOMMYHUKALOHHbBIE CETH.

5.9. BezonacHocTh MpH padoTe ¢ HOCUTEJIAMH HHpoOPMAITUKT

Pabornukun I'BJIOY nomxHBI HCIONB30BATh TOJNBKO YYTEHHbIE CHEMHbBIE MalIMHHbBIC
HOCUTENIM UH(OPMAIMK /7Sl BBIMOJIHEHUS CBOMX JIOJDKHOCTHBIX 00si3aHHOCTEH. Mcnonb3oBaHue
ChEMHBIX MaIMHHBIX HOcuTeneil nHpopmaryu B 'B/IOY B UHBIX LIENSAX CTPOTO 3arpemnieHo.

CpemHblE MalIMHHbIE HOCUTENIM HH(DOpPMAlUM JOJDKHBI XPaHUTCS B OIEYaThIBAEMbIX
mKkadax, B TOMEMICHUX B KOTOPBIX MpeaycMoTpeHa oOpaboTka mH(POpMAIMK OrpaHHYEHHOTO
J0CTyTIA.

B ciyuae xpaku miu notepu CbeMHOI'0O MAllIMHHOTO HOCUTENS UH(OpMAaLIMY, a TAKKE HHBIX
UHIMJICHTOB, KOTOPbIE MOTYT NPHUBECTU K HAPYIIEHUIO CBOMCTB MH(OPMAIMU OrPAHUYEHHOTO
JI0CTyTa, JOJIKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACCIEIOBAHUIO TAKUX HHIIUECHTOB.

I[Tpu BBIBOJIE U3 HKCIUTyaTallMM Cb€MHOI'0 MAIIIMHHOTO HOCUTENS HH(OpMAIIUHY, BCE TaHHbIE,
XpaHAILIUeCs Ha HEM, JOJDKHBI ObITh yAalleHbl ONpeeIeHHON KOMHUCCHEN U3 yncia paOOTHHUKOB,
CPEACTBOM TrapaHTHPOBAHHOTO YHHUUYTOXEHUS HHPOPMALIUH.

@akT YHUYTOXKEHHS HMH(POpPMAIMM Ha CHEMHOM MAIIMHHOM HOCUTENe HWH(OpMaluu
¢dukcupyercs B akTe 00 YHUUTOXKEHMHM HH(POPMAIMM CO CHEMHOI'O MAIIMHHOTO HOCUTEIS
uH(pOpMaLIHH.

5.10. Perucrpauusi coobITHI

B TBAOY gnomkHa  OCYMIECTBIATHCS  PETHCTPALlUM  COOBITHH  0€30MacHOCTH
Ha BceX KOMIIOHeHTax uHGpopmaunoHHeix cucreM I'B/IOY, B kotopbix oOpabarbiBaercs
3aruinaeMasi iHpopMarus.

5.11. AHTHBHMpYCHAs 3aLIUTA

B nensx oOHapykeHUss M ycTpaHEeHUs BpeJoHOCHBIX mporpamm B I'BJIOY nomxHbl
MCIIOJIb30BAThCS CPEJCTBA AHTUBUPYCHOM 3alllUThl HH(OPMALIHH.

OO0s3aTeIbHOMY KOHTPOJIO CPEICTBOM AHTUBUPYCHOW 3aIIMTHl MH(POPMALUMHU JIOJKHA
nojsexars Jiro0as uHpopMmanus (TeKcToBble (aiibl JOOBIX (GopMaToB, (Gaiibl TaHHBIX,
UCTIOJIHAEeMBIe (ailnipl), Mmoydaemas U TepefaBaeMasi MO JIOKAIbHOM BBIUMCIUTENBHOW CEeTH
B TOM 4YHCJIE U CeTsIM OOLIEro MoJIb30BaHHUA, a Takke HH(OpMalus, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEJISAX UH(OPMAIIHH.

[Ipu ycTaHOBKE NPOrpaMMHOrO OOEcleyeHus WM €ero OOHOBJIEHUS Ha CEBEpPHOE
00Opy/IOBaHHE JIOJDKHA ABTOMATHUYECKH BBINOJIHATHCS MpeIBapUTeNIbHAs MpPOBEpKa JAHHOTO
MIPOrpPaMMHOTr0 00ecreyeHHs Ha OTCYTCTBHE BPEIOHOCHOTO MPOTrPaMMHOI0 00eCIeUeHUSI.

OOHoBeHue 6a3 cUrHaTyp Ui CpeliCTBa aHTUBUPYCHOW 3alUThl MH(POPMALUU TOJDKHBI
OOHOBIIITLCS €KEIHEBHO.
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[Tonb30BaTenu 6e3 paB aJMUHHCTpATOpa nH(pOPMALMOHHOM CUCTEMBI
I'BAOY He AOMKHBI UMETh BO3MOXKHOCTD MOJIYYEHUS TOCTyIa K KOH(GUTYpallMi aHTUBUPYCHOTO
CPEJCTBA 3AIMTHI WM €TI0 OTKIIOYEHMUSL.

5.12. KoHTpoJIb 32l IIEeHHOCTH MEePCOHATIbHBIX TAHHBIX

B nensax uckiroueHus SKCIUTyaTallud YSA3BHUMOCTEH MPOTrpaMMHOIO 00ECTICUEeHUs TOJIKHBI
MPOBOAMUTCS pabOThl MO BBISBICHUIO, aHAINU3Y YSA3BUMOCTEH HWHGOPMAIMOHHON CHCTEMbI
U OIEPAaTUBHOE YCTPaHEHHWE BHOBb BBISABJICHHBIX ys3BUMOCTEl. B TOM uucie opranuzanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHSI IMPOrPaMMHOr0O OOecreueHusi BKIIoYash CPeACTBA 3allUThl
uHpOpMaLnH.

5.13. Ucnosib30BaHMe MPOrPaMMHOI0 odecredeHust

Bre16op mporpamMmHoro obecriedeHust uisi npom3BoacTBeHHBIX HYx A ['B/IOY nmomxen
MIPOU3BOJUTHCS B IIPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO B EUHBIN peecTp poCCHICKHX
IpOTpaMM /ISl SJEKTPOHHBIX BBIYMCIMTENBHBIX MAalIMH U 0a3 JaHHBIX. B cilydae oTcyTCTBHSA
aHajora B ENMHOM peecTpe pOCCHUUCKUX IPOrpaMM ISl 3JIEKTPOHHBIX BBIUUCIUTEIbHBIX MAIINH
u 0a3 JaHHBIX JIOMYCKaeTCs HCIIOJIB30BaTh IMPOTPAMMHOIO 00ECHedYeHue HMIIOPTHOTO
MIPOU3BOJICTBA.

5.14. Ucnosib30BaHMe CpeAcTB KPUNTOrpaguiecKoil 3a1uThbl HHGopMauun

Obecnieuenne 3amUThl  MH(GOpPMAMM  OrPaHUYEHHOTO JOCTyNa OT  PaCKPBITHS,
MoauUKaITIU
U HaBsi3bIBaHUS (BBOJA JIOXKHOW WH(pOpMalMu) MpU ee mepenade (MOATOTOBKE K Iepeaaye)
[0 KaHajaM CBSI3M, UMEIOLUIMM BBIXOJ 3a IPEIesbl KOHTPOJUPYEMOM 30HBI, OOecreunBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTOrpaduuecKkoil 3amuThl HHPOPMAIIHH.

[IpuobOperenne  cpeactB  Kpunrorpaduueckoir  3amutel  uHPopmanuu  [BJIOY
OCYILIECTBIISIETCA HA OCHOBAHUU JOTOBOPOB U KOHTPAKTOB C JIMLIAMHU UMEIOLIUMH JIEHCTBYIOILYIO
munensuto OChb Poccum Ha ocyliecTBIEHHME AEATEIbHOCTU 10 pa3paboTKe, MPOU3BOJICTBY,
pacnpocTpaHeHUIO MHPPOBAIBHBIX (KpUNITOrpaQUuecKux) CpeAcTB, UH(POPMALIMOHHBIX CUCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJIb30BaHUEM IIU(POBATBHBIX
(kpuntorpaduyecknx) CpeAcCTB, BHIMOIHEHUIO pabOT, OKa3aHUIO yCIyT B 001acTu mu(poBaHuUs
UHPOPMALINN, TEXHHYECKOMY OOCITYXKHUBAHHUIO MHU(PPOBAIBHBIX (KPUITOrpaQHUECKUX) CPEACTB,
MH(POPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3AILUIIEHHBIX C UCTIOJIb30BaHUEM
HUPPoBaIbHBIX (KpUOTOrpaduyecKux) CpeACTB (3a MUCKIIOYEHHUEM Cllydas, €ClIUd TEXHHUYECKOoe
oOcity>)kxnBaHue MU(GPOBAIBHBIX (KpUNTOrpauuecKnux) CpelacTB, HH(GOPMAIMOHHBIX CHCTEM
U TEJIEKOMMYHHKAI[MOHHBIX CHUCTEM, 3alllMIIEHHBIX C HCIIOJIb30BAHUEM HIM(POBATBHBIX
(kpunTorpaMuecKux) CpeaCTB, OCYLIECTBISETCA s OOecrneyeHHs COOCTBEHHBIX HYXI
IOPUAMYECKOTO JIMLA WX MHAUBUAYAIBHOTO IPEIIPUHUMATEIS).

B nensx opranuzanmum MU obecriedeHUM Iepeauyd HWHGOpMAalMK IO KaHalaM CBS3H
C UCHOJBb30BaHUEM CPEJCTB KpUNTOrpaduueckoil 3amuTsl HUHGOPMAIUH, a TAKXKE BBIITOJHEHUS
nuneH3uoHHbix TpeboBannit PCHb Poccum B I'BJAOY nomxkeHn ObITh CO3[AaH  OpraH
KpUNTOrpa(ruecKoi 3aluThl.

[Topranbubie pemenus ['BIOY ¢ BO3MOXHOCTBIO TOCTyNa C ceTei OOIIero moiab30BaHUs
JIOJDKHBI B IPUOPUTETE pa3pabaThiBaThCs C OpraHU3alMel 3allMIIeHHOro0 KaHaia MoCpeICTBOM
nportokoisia TLS ¢ momnepxkoit anropurmoB 'OCT 34.10.

5.15. UcnoJib30BaHue JIEKTPOHHOM MOYTHI

DneKTpoHHas TouTa JohkHa ucnoib3oBathess B ['BJIOY ¢ menpro opranm3anum oOMeHa
AIIEKTPOHHBIMU  COOOIICHUSMH MEXIy pabOOTHUKaMH M CyObeKTaMH HH()OPMAIMOHHON
0€30MacHOCTH.

ITpu ncrosb30BaHUM IEKTPOHHON IIOYTHI 3aNPEIIAeTCs:

— obmeH wuHpopMmammend Ui CIIy’)KeOHOTO TMOJb30BaHMA, a Takke HHpopManuei

OTPaHUUYEHHOIO JIOCTYIIa;

— TPENOCTaBIEHUE JOCTYIA K 3JIEKTPOHHOU IOYTE C UCTOIb30BAHUEM JAHHBIX CBOEH YUETHON
3aMKCU TPETHUM JIULIAM;

15



I'OCYJAPCTBEHHOE BIOJI)KETHOE JIOINKOJIbHOE OBPA30BATEJIbHOE YYPEXKJEHUE JTETCKUAM
CAJI Ne 88 KOMBMHUPOBAHHOI'O BUJIA TIPUMOPCKOI'O PAMOHA CAHKT-IIETEPBYPT'A

— nyOnMKaus CBOEro Ciy:Ke0HOro aapeca 3JIeKTPOHHOM MOUTHI B 3JIEKTPOHHBIX KaTalorax,
Ha MOMCKOBBIX MalllMHAX U JIPYIUX pecypcax ceTu VIHTepHEeT B LensX, HE CBSI3aHHBIX C
UCIIOJTHEHHEM CBOUX JTOJKHOCTHBIX 00sS3aHHOCTEH;

— MOANMCKA IO JIEKTPOHHOM IMOYTE HA Pa3JIMYHbIE PEKJIAMHbIE MaTEPUAIIbI, JINCTHI PACCHUIKH,
JIEKTPOHHBIE JKYpHAJbl M T.J., HE CBA3aHHBIC C BBINOJIHEHUEM I10JIb30BATEIEM
JOJIKHOCTHBIX 00S3aHHOCTEH;

— OTKpbITHE (3allyCK Ha BbINOJHEHUE) (DalaoB, MONYYEHHBIX IO AJIEKTPOHHON IMOYTE
WM U3 pecypcoB cetu MHrepHer, 0e3 mpeaBapUTENbHON IMPOBEPKH UX AHTUBUPYCHBIM
IIPOrpaMMHBIM 00ecTIeYeHHEM.

5.16. PaboTa B ceTSIX 00111€r0 MOJIL30BAHUS

I'BAOY ocraBnser 3a coO0i paBo OJIOKUPOBATh WM OTPAHUYMBATH JOCTYI paOOTHUKAM K
CeTsM CBSI3U OOILET0 MOJIb30BaHMs, B TOM 4Hcie ceTh MHTepHeT, copepikaHue KOTOPBIX HE UMEeT
OTHONIICHHUSI K HCIOJHEHHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K HH(OPMAalHOHHBIM
pecypcaMm, coaepKaHUE€ M HalpaBICHHOCTb KOTOPBIX 3alpEIleHbl 3aKOHOJATEIbCTBOM
Poccuiickoit deneparumu.

Wudopmanus o mnocemaemeix padbotHukamu ['BIOY uHOOpMAMOHHBIX pecypcoB
MPOTOKOIUPYETCS JUId TOCJHENyIOIIero aHaiu3a M, HpU HEOOXOAUMOCTH, MOXKET ObITh
IpeJICTaBICHa PYKOBOAMUTENSAM CTPYKTYPHBIX MOJpa3/eieHui, a Takke pykopoaurento ['BJIOY
JUIs1 KOHTPOJISL.

IIpu ncnosibzoBanuu cetu MHTEPHET 3aMpeIieHo:

— wucnoas3oBaTh npenocrasiaeHuslii ['BJIOY noctyn B ceth IHTEpHET B JINYHBIX LIETSAX;

— UCHOJb30BaTh HECAHKLIMOHUPOBAHHBIE MPOTpaMMHBIE U MPOrpaMMHO-aIlllapaTHbIE
CPEJCTBA, MO3BOJISIOLINE MTOTYYUTh HECAHKLIMOHUPOBAHHBIN JOCTYyM K cetu HTepHeT;

— nyOnuKoBaTh, 3arpy’kaTb U pacHpOCTPAHATh MaTepuaibl, COJIEPKALIUE HEAOCTOBEPHYIO
unpopmanuto o 'BJI0Y, a Takxe panscudunuponars cBoit [P-anpec.

5.17. Pe3epBHOEe KONUPOBAHUE H BOCCTAHOBJICHHE JAHHBIX

Ocy1iecTBiI€HHE PE3EPBHOTO KOMMPOBAHMS JJOJDKHO OCYLIECTBIISITHCS JIJIS:

— uHdopmanuu, oOpabaTeiBaeMOi Ha (ailloBOM cepBepe U cepBepe MNPUIOKCHHMH,

MH(OPMALIMOHHON CUCTEMBI,

—  paboumx MeCT aIMUHUCTPATOPOB UHPOPMAIIMOHHON CHCTEMBI.

YacToTa M peKUM pE3epBHOIO KONMHMPOBAHUS YCTAHABIMBAIOTCA TaKUM 00pa3zoM, 4TOOBI
o0ecneunTh MUHUMAJIbHYIO ITOTEPIO JJAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOr0 KONUPOBaHHWA W BOCCTaHOBJIEHHUS PECYpCOB HH(OPMAIIMOHHBIX
cucteMm ['bZIOY nomxHBI TPOBOAUTH yHodHOMOYeHHbIE paboTHUKH [ BIOY.

Pe3epBHOE KONMPOBAaHME JIOJDKHO OCYLIECTBIATHCA B  aBTOMAaTHYECKOM pPEXKUME
C NMPUMEHEHHEM OTEUYECTBEHHOTO CHEIHMAIM3MPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHUS
C JEUCTBYIOIIUM CEepTH(PHUKATOM COOTBETCTBHS MO TpeOOBaHUSAM Oe30macHOCTH HH(pOpMaluu
OCTOIK Poccun.

6. OCHOBHBIE TPEBOBAHUS K IPOLHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OIMACHOCTBIO

6.1. MOHUTOPUHT MH(POPMALHOHHO 0€30MACHOCTH

Ha nocrostHHON OCHOBE JOJKEH MPOBOAUTHCS KOMIUIEKCHBIA aHAIN3 (QyHKIMOHUPOBAHUS
uHpopmannonHoit cuctembl [BJAOY u  Bo3HHMKamOmUX COOBITUH  HH(DOPMAITMOHHON
0€30I1aCHOCTH.

[Tporiecc MOHUTOPHHTA CUCTEMBI OOecIieueHns HHPOPMALIMOHHON 0€30MacHOCTH JI0JIKEH
BKJIIOUATh B ce0s KOHTPOJIb OPTaHU3AalMOHHBIX U TEXHUYECKUX Mep IO 3aluTe WHpopmanuy,
aHaJIU3 mapaMeTpoB KOHPUTypaIK U HACTPOMKHU CPEJICTB 3aIIUThl HHPOPMALIUH.

IIpyn nmpoBeneHNH KOHTPOJIBHBIX MEPONPHATHH, CBSI3aHHBIX C OLICHKOW peanu3aluu Mep
no 3amure uHpopmaimu B I'B/IOY, ynomHoMouyeHHble paOOTHUKU JTOJDKHBI MPHUIEPKUBATHCS
CJEIYOIINUX TPUHIHUIIOB:
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— He Hapymath QpyHKIMOHHpOBaHue nesreabHocTH [ BIOY;

— JEWCTBOBaTb B COOTBETCTBUM C YTBEPXKACHHBIMH OPraHU3allMOHHO-PACIOPAIUTEIBHBIMU
nokymentamu I'5/10Y no 3ammre nadopmanuy,

— HE CKpBIBaTh (DAKTHI BBISIBICHHBIX COOBITUN MH(POPMALIMOHHOM 0€301aCHOCTH;

— 0ohOopMIIATH OTYETHl, TOATBEP)KIAIOIIME BBIIOJIHEHHE MEPONPUATHI MO  3aluTe
uHpOpMaLIUH.

Nudopmanus, mnonydyeHHas B XOJ€ MPOBEACHHUS KOHTPOJIUPYIOIIUX MEpPONPUATHH
0 JIEHCTBUAX, COOBITHAX M MapamMeTpax, MMEIOIMX OTHOIICHUE K pean3aluyd Mep MO 3alIUTe
UH(pOpMaLKK, T0JDKHA KOHCOJIUAUPOBATECS U XPAaHUThCA B MECTaX, UCKJIIOUYAIOIINX MOJIy4YeHHUE
K HEW HECAHKLIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPHHT ITaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITHAX HHPOPMALMOHHONW OE€30MIaCHOCTH
JOJKEH IIPOBOAUTHCSA, 110 BO3MOXKHOCTH, € HCIIOJIB30BAHUEM CUCTEMbI MOHUTOPHHIA HHIIUIEHTOB
UH(POPMALMOHHON 0E30MaCHOCTH WJIM BCTPOCHHBIX MEXAHW3MOB HACTPOMKH U ayAWTa COOBITUN
B IPOTrPaMMHBIX U IPOrpaMMHO-AINAPaTHBIX CPEICTBAX, UCHOJIb3YEMbIX B MH(MOPMALMOHHON
undpactpykrype ['BJIOVY.

6.2. YnpaBiieHne puCKaMH

Onpenenenre BHYTPEHHUX TPeOOBaHUII MO 3amuTe HHPOPMAIUH, JOKHBI OCHOBBIBATHCS
Ha pe3ysbTaTax IPOBEACHUS aHAINM3a PUCKOB HAapYyLIECHHsS OCHOBHBIX CBOMCTB 0€30MacHOCTH
Juist nHopmanMoHHbIX pecypcos 'B/IOY.

OCHOBOI OLIEHKH PUCKOB JI0JDKHA OBITh OLIEHKA YCIOBUI U (DaKTOPOB, KOTOPBIE MOTYT CTaTh
OPUYMHON  HApyIIEHWs  IeIOCTHOCTH, KOH(PHICHIMAIBHOCTH ¥  JOCTYHHOCTH  JUIS
uHpopmannoHHbIx pecypco ['BZIOY.

PesynpTaToM npoBeneHUs aHAINM3a PUCKOB JIOJKEH OBbITH pazpabOoTaHHBIA KOMILIEKC Mep,
HAIPABJICHHBIX HA CHIKCHHE BO3MOYKHOI'O HETaTUBHOI'O BIMSHUSA HAa OCHOBHYIO JIEATENBHOCTH
I'BJIOY npu peanuzanuu TOH WM HHOW YTpo3bl 06€301MaCHOCTH HH(OPMAITHH M 00ECTICYHBAIOIIINX
B JaJIbHEHIIIEM TOCTaTOYHBII YPOBEHb 3alUIIeHHOCTH HH(popmannoHHbIX cucteM [ BIOY.

6.3. YnpaBiieHne HHIMIEHTAMH HH(POPMAIMOHHON 0€30MaCHOCTH

Jus  obGecnieueHust H(PQPEKTUBHOIO  pas3pelieHUs] HHIUJACHTOB  MH(GOPMALMOHHON
6esomacHoct B ['BJIOY, MuHMMM3aUMM NOTEPb M YMEHBIIEHUS pHCKAa BO3HUKHOBEHUS
MOBTOPHBIX MHIIMJICHTOB JIOJPKHO OCYIIECTBIIATHCS YIIPaBIeHHE MHIUACHTaMH HH()OpMaIMOHHON
0€30I1aCHOCTH.

Jlnis ynpaBieHusi MHIMJIEHTaMUd WH(GOPMAIMOHHOM 0€30IacHOCTH JOJDKHA OBITh CO3/1aHa
Ci1y’k0a MOHUTOPUHTA U pearupoBaHMsI Ha MHIUIEHTHI HHYOPMAaIIMOHHOM 0€3011acHOCTH, KOTOpast
MOCPEJICTBOM KOMILJIEKCAa CPEJCTB U MEpONpHUATUN A1 cOOpa M KOHCONMUAALUHM HWH(pOpMauu
00 MHIMICHTAX PEIIaeT AAHHYIO 33/7a4yy. B OTHOIIEHMH KaXI0Tro MPOW3OMIEIIIEr0 MHIMACHTA
pabOTHUKaMU M3 CIy’kKObl MOHUTOPHHIA W pPEarupoBaHUS HAa MHUIMJCHTH MH(POPMALMOHHOM
0€30MacHOCTH JOKEH BBIIOJIHATHCS €0 aHAIU3, U pa3padboTKa 3(pPEeKTUBHBIX MEp pearupoBaHus
Ha JIaHHBIN NHIUCHT.

6.4. AynuT cucteMbl obecniedyeHnsi HHPOPMAMOHHON 0€30MACHOCTH

B mensx omeHku Texyuiero ypoBHs HH(popmanuoHHoOM OesomacHoct I'BJIOY Ha
PEryJsIpHOIl OCHOBE JIOJIKEH MPOBOJUTHCS ayJUT UHPOPMAIIMOHHOM O€3011aCHOCTH.

BHyTpeHHue ayauThl AOJDKHBI BBINONHATHCA paboTHukamu ['B/IOY. B umcno 3amad,
pelaeMbIX IpU MPOBEICHUU BHYTPEHHUX ayIMTOB HUH(POPMAIIMOHHONW 6€30IaCHOCTH, BXOJSIT:

— cOop M aHaJIM3 UCXOAHBIX JIAaHHBIX 00 OpPraHM3allMOHHOW M (PYHKIIMOHAIBHOU CTPYKTYpe
UH(POPMALIMOHHBIX CHCTEM, HEOOXOAWMBIX JUISI OLIEHKH COCTOSIHUS CHCTEMbl 3aIlUTHI
uH(popMaluy,

— aHaJM3 YTBEPXKAECHHBIX OPraHU3aLMOHHO-PACIOPSIUTENbHBIX JTOKYMEHTOB IO 3allluTe
uHpOpMallMM HAa TpPEAMET HMX TMOJHOTHI M 3(PQPEKTUBHOCTH, a Takxke (popMupoBaHue
PEKOMEHIAIUN 110 UX TOpa0OTKE WU Pa3pabOTKH HOBHIX;

— oOocHoBaHHE (PUHAHCOBOM 3(PHEKTUBHOCTH BHOBbH MPHOOPETAEMBIX CPEACTB 3aIIUTHI
uH(popMaluy,
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— TIpoBepKa MpPaBUIBHOCTH BbIOOpAa M HACTPOWKM CpEACTB 3allUThl HMH(OpPMAIUH,
dopMHupoBaHHE TPEATOKEHHH MO HCHOJIB30BAHUIO HMEIOMIUXCS CPEICTB  3aIUTHI
UHGOPMALMU JUIsl TOBBILIEHUS] YPOBHS HAAEKHOCTH M 0€30MacCHOCTH HH(OPMALIMOHHBIX
cucrteM ['JZ10Y;

— aHajIM3 OTYETOB IO MPOU3OMIEAINNM HHIUIACHTAM HWH(POPMALMOHHONW 0e30macHOCTH
Y IIPUHATBIM M€paM I10 UX Pa3peleHUIO.

6.5. IloBbIIEHNE OCBEAOMIEHHOCTH PA0OTHUKOB

B pamkax opraHM3anMu KOMIUIEKCHOIO IPOTHBOJEHWCTBUS Yrpo3aMm 0e30MacHOCTH
uHpopmanuu, ucxomdmuM oT pabotHukoB ['BJAOY nomkHAa MOCTOSHHO TOBBIMIATHCS
UX OCBEJJOMJIEHHOCTb B OOJIACTH 3aLUTHI UH()OPMALIHH.

[ToBwimenue ocBeoMiaeHHOCTH paboTHukoB ['BJIOY ocymiecTBisercs:

— 1o cywectBytomiuM B ['b/IOY opranuzanroHHO-paciopsIUTENbHBIM T0KYMEHTAM;

— 1no npumenseMsiM B I'BJIOY mepam 3amutel nHpopmanuu,

— II0 IPaBWJIBHOMY HCIIOJIb30BaHMIO CPEJICTB 3aIUTHl HHPOPMAIUH.

7. 3AKJIIOYEHHUE

[Tpu m3MeHeHun aelcTBYyIOLIEro 3akoHonaTenbcTBa Poccuiickoil dexepaunn B o6sacTu
3alUThl MHGOPMALIMK, a TaKKe OpPraHU3aLMOHHO-PAaCHOPSAUTENbHBIX AokyMeHToB ['B/IOY
HacTtosAwas IlomuTuka n M3MEHEHUs K HEW NPUMEHSIOTCSA B YacTH, HE IIPOTUBOpEYAIlell BHOBb
IIPUHATHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATUBHBIM aKTaM, a TAKXKE BHYTPEHHUM JOKyMEHTaM
I'BAOY.

Bce TpebOoBaHus, yCTaHOBIEHHBIC JCHCTBYIONIUM 3aKOHOJATEILCTBOM Poccuiickoi
®denepanyy, MOA3aKOHHBIMU aKTaMH M JOTOBOPHBIMU OTHOILIEHUSIMH, a Takxke noaxon I'bBJIOY
K 00€CIIeYEeHUI0 COOTBETCTBUS 3TUM TPEOOBAHUAM JIOJDKHBI OBITH SIBHBIM 00pa30M OIpEJIeIICHBI,
JIOKYMEHTHPOBAHBI U NOAJIEPKUBATHCSA B AKTyaJIbHOM COCTOSIHUM.

I'BAOY B 1OpUOPUTETHOM  HAMPABICHUM JIOJDKEH  paccMaTpUBAThCA  MEPEX0]l
a MPOrpaMMHOI0 00ecreueHus! 0TEeYECTBEHHOIO IIPOU3BOIUTEIS, BKIIIOYEHHOTO B €IUHbII peecTp
POCCHICKHUX IIPOrpaMM JJIsl JJIEKTPOHHBIX BHIYMCIUTENIBHBIX MAIMH U 0a3 JaHHbIX. B ToM uncie
10 YaCTH CEPBEPHOTr0, KOMMYTAIMOHHOTO 00OPYJOBaHUS U MPOTPaMMHO-aNapaTHBIX CPEACTB,
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUICKON PagrO3IE€KTPOHHON IPOIYKIIMH.

IlepecMOTp ¥ BHECEHME HW3MEHEHUMH B HacTosAlyr [loauTHKYy OCyIIEeCTBIIAIOTCS
Ha NIEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.
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7 CIIMCOK UCHOJIb30BAHHbBIX NICTOYHUKOB

1 ®enepanbuslii 3akoH ot 27.07.2006 Ne 149-03 «O06 nnpopmanuu, nHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE UHOOPMAITIIY.

2  Oenepanbublil 3akoH 0T 06.04.2011 Ne 63-D3 «O0 >71eKTPOHHOM MOATTUCH.

3 Ilocranonenue IlpaButensctBa Poccmiickoit ®enepammu ot 16.04.2012 Ne 313
«O06 ytBepxaennu [1onoxxeHust 0 TUIEH3UPOBAHUY ICATEIILHOCTH IO pa3padoTKe, TPOU3BOJICTBY,
PacIpOCTPAaHEHHUIO IIH(PPOBATIBHBIX (KPUITOrpahUUECKUX) CPeiCTB, UHOOPMAILIMOHHBIX CUCTEM
U TEJICKOMMYHUKALIMOHHBIX CHUCTEM, 3alIMIICHHBIX C HCIOJb30BaHUEM INH(POBATBHBIX
(kpunTorpadueCcKuX) CpeJCTB, BHIMOJHEHUIO padOT, OKA3aHHUIO YCIyT B 00JacTH MM POBAHUS
UHPOPMALIUU, TEXHUYECKOMY OOCTYXHBAHUIO IH(PPOBATBHBIX (KpUOTOrpapUUECKuX) CPEACTB,
MH(POPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHUKAI[MOHHBIX CUCTEM, 3ALUILEHHBIX C UCIIOJIb30BaHUEM
mpOBaTBHBIX (KPUOTOTPAPUUECKUX) CPEACTB (32 MCKIIOUEHUEM CIIydasi, €ClIi TeXHUYECKOe
obcimyxuBaHue MU(PPOBaTBHBIX (KPUNTOIPAPUIECKUX) CPEACTB, MWHPOPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHUCTEM, 3alllMIICHHBIX C HCIOJIb30BaHUEM IU(POBATBHBIX
(kpunTorpaMuecKkux) CpeIaCTB, OCYLIECTBISETCS s oOOecrneyeHHs COOCTBEHHBIX HYXI
IOPUINYECKOTO JIUIA WA MHANBUAYAIBHOTO MPEIIPUHIMATEIS)) .

4 Tlocranonenue IIpaBurenbctBa Poccuiickori ®enepanuu ot 01.11.2012 Ne 1119
«O0 yTBepXkAeHUM TpeOOBaHMM K 3allUTe NEPCOHAIBHBIX JaHHBIX NpU HUX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX).

5 [Ipukaz OAIICHU ot 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIUH
00 opraHu3zanuu 1 odecrieueHUH OE30IIaCHOCTH XpaHEHHUs, 00pabOTKHU U Meperadyy 1o KaHajlaMm
CBSI3U C UCTIOJIB30BAHUEM CPEICTB KPUITOTPAPHUECKON 3alUThl HH(POPMAIIUU C OTPAHUICHHBIM
JIOCTYIIOM, HE coJieprKalllel CBeICHUM, COCTABIIAIOLIMX IOCYAapCTBEHHYIO TalHy».

6 IIpukaz ®CB Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxknenun Ilomoxenus
0  pa3paboTke, NPOMU3BOJACTBE,  pealM3aldd M  SKCIUIyaTauuud  IH(POBaIbHBIX
(xpunTorpadudeckux) cpeacts 3amuTel nHpopmanuu (ITonoxenue [TK3-2005)».

7 Ilpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «OO6 yTrBepkaeHUN TpeOOBaHUI O 3alUTe
MH(OpMAIIMHU, HE COCTABIIIONICH rOCYyJapCTBEHHYIO TaiHy, COAEpIKAIIeHCsl B TOCYIapPCTBEHHBIX
MH(QOPMAIMOHHBIX CUCTEMAX).

8 IIpukaz D®CTIK Poccum ot 18.02.2013 Ne 21 «OO yTBepkIeHHH CcOCTaBa H
COJIEpKaHUsI OPTaHU3AIMOHHBIX W TEXHUYECKHMX MeEp 10 O00eCleueHn0 O0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX NpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHUCTEMaxX MEePCOHAIBHBIX
JTAHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yTBepxaenun CoctaBa U CoJlepKaHUs
OpPTraHU3aIMOHHBIX ¥ TEXHHYECKUX MEP MO 00ECIIEYCHUI0 0€30MMacHOCTH TEPCOHATBHBIX JaHHBIX
npu ux o0paboTke B MH(MOPMAIIMOHHBIX CUCTEMAaxX MEPCOHANBHBIX JaHHBIX C HUCIOJIb30BAHHUEM
CPeACTB KPHUNTOTPAaQUUECKOW 3alMThl WHQPOPMAINH, HEOOXOAMMBIX JJIS BBITOJHEHHS
ycraHoBleHHbIX  [IpaButensctBoM  Poccuiickoii  @enepanum  TpeOOBaHMM K 3amuTe
NePCOHAITBHBIX JTAHHBIX
JUISL KaXI0T0 U3 YPOBHE! 3allUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amuta wuHbOpManUU. ABTOMATU3UPOBAHHBIE CHUCTEMBbI
B 3aIIMIIEHHOM ucTnioTHeHuH. O01ue TpedoBaHus.

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [TpaBriia BKIFOUCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texnuyeckas 3amura nHpopmaruu. OCHOBHbIE TEPMHUHBI
U OTIPE/ICTICHUS.

13 TOCT P HCO/M3BK 27001-2006 «HudopmarmionHas TexHoJorus. MeToasl u
cpeactBa  Oe3omacHOCTH. CHCTeMbl MEHEKMEHTa HMH(POPMALMOHHOM  OE30MacHOCTH.
TpeGoBanus».

14 TOCT P 50922-2006 «3ammrta nuapopmanuu. OCHOBHBIE TEPMHUHBI 1 OTIPEICIICHH.

15 TOCT P 51275-2006 «3ammra upopmanuu. O6vexT nHpopmaTuzanuu. DakTopsl,
BO3JIeHicTBYIOMIHME Ha nHPopMarnio. OOIIre TOT0KESHHS.

19



I'OCYJAPCTBEHHOE BIOJI)KETHOE JIOINKOJIbHOE OBPA30BATEJIbHOE YYPEXKJEHUE JTETCKUAM
CAJI Ne 88 KOMBMHUPOBAHHOI'O BUJIA TIPUMOPCKOI'O PAMOHA CAHKT-IIETEPBYPT'A

16 TOCT P UCO/MBK TO 13335-5-2006 «MupopmarnmonHas TexHOJOTHS. MeToapl
U cpeacTBa obecneyeHus 6ezomacHocTr. YacTth 5. PykoBOICTBO 10 MEHEPKMEHTY O€30MacHOCTH
CeTM».

17 TOCT P HCO/TO 13569-2007 «DunHaHcOBbIE yCIyrn. PekoMeHmanuu
110 MH(HOPMALMOHHOH 0€301TaCHOCTI.

18 TOCT P HCO/MDBK 27005-2010 «HupopManroHHass TeXHOJOTHUS. MeTonbl u
cpezacTBa obecredeHus 6e30macHOCTH. MeHePKMEHT prcka HH(OPMAIIMOHHON 0€30IacHOCTHY.

19 TOCT P HUCO/M3K 27004-2021 «HudpopmannoHHAs TEXHOJIOTUS. MeTonsl u
cpeactBa oOecreyeHus Oe30macHOCTH. MeEHEKMEHT HH()OPMAIMOHHONW OE30MacCHOCTH.
MOHHTOPHHT, OLIEHKA 3aIIUIIIEHHOCTH, aHAJIU3 U OLICHUBAHUE.

20 T'OCT P 51897-2021 «MenemxMeHT prcka. TepMUHBI 1 ONIPEACTICHUS.

21 TOCT P 52069.0-2013 «3ammura uapopmanun. Cucrema crtaHaaptoB. OCHOBHBIC
TIOJIOKCHUS.

22 Konnermus  uH(pOpMannoHHOW  0E30MACHOCTH  HMCHOJHUTEIBHBIX  OPraHoOB
rocynapcrBeHHo# Biactu Cankr-IlerepOypra ot 20.02.2023.
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